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Willow Tree Learning is committed to upholding the principles of the United
Nations Convention on the Rights of the Child (UNCRC). We recognise every child
as an individual with the right to be safe, respected, listened to, included and
supported to achieve their full potential. All decisions made by Willow Tree
Learning are guided by the principle that the best interests of the child are
paramount.

1. Purpose and Commitment

Willow Tree Learning is committed to providing a safe, respectful and inclusive digital
environment where children and young people can learn, communicate and develop
the knowledge, skills and resilience needed to use technology safely and responsibly.
Online safety is treated as an integral part of safeguarding and child protection, not as a
standalone technical issue.

This policy sets out how Willow Tree Learning will prevent, identify, respond to and
review online safety risks, including risks arising from school-owned devices, personal
devices used on site, social media, digital communication, artificial intelligence tools,
filtering and monitoring systems, and data protection.
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2. Legal and Guidance Framework

This policy is informed by current UK legislation, statutory guidance and recognised
best practice, including but not limited to:

e Keeping Children Safe in Education, including the statutory requirement for
schools and colleges to safeguard children online and maintain appropriate
filtering and monitoring systems.

e Working Together to Safeguard Children.

e The Online Safety Act 2023, which places duties on regulated online services to
protect children from illegal and harmful content.

e The Education Act 2002 and related safeguarding duties.

e The Children Act 1989 and Children Act 2004.

e The Equality Act 2010.

e The UK General Data Protection Regulation and Data Protection Act 2018.

e The Prevent duty guidance and Counter-Terrorism and Security Act 2015.

e The Voyeurism (Offences) Act 2019, Sexual Offences Act 2003 and relevant
criminal law relating to images, harassment, malicious communications and
online abuse.

e Department for Education digital and technology standards, including filtering
and monitoring and cyber security standards for schools and colleges.

o UK Safer Internet Centre appropriate filtering and monitoring definitions and
professional guidance.

3. Scope

This policy applies whenever members of the Willow Tree Learning community use
technology in connection with the setting, whether on site, off site, during remote
learning, on educational visits, through third-party platforms, or through personal
devices where use affects the safety, welfare, reputation or learning of children and
young people.

4. Online Safety Risks

Willow Tree Learning recognises the four broad areas of online safety risk:

e Content: exposure toillegal, inappropriate or harmful material, including
pornography, racism, misogyny, self-harm, suicide, eating disorder content,
extremism, radicalisation, misinformation, disinformation, fake news and
conspiracy theories.

e Contact: harmful interaction with others online, including grooming,
exploitation, coercion, bullying, peer pressure, scams and adults posing as
children.
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e Conduct: behaviour that increases risk or causes harm, including cyberbullying,
sharing explicit images, harassment, impersonation, abuse, unsafe challenges,
and misuse of digital tools.

e Commerce: risks such as online gambling, phishing, financial scams,
inappropriate advertising, in-app purchases and exploitation through
commercial platforms.

5. Roles and Responsibilities

5.1 Site Lead/Director

The Site Lead/Director will ensure that online safety is embedded within safeguarding
arrangements, that appropriate filtering and monitoring systems are in place, and that
this policy is reviewed at least annually. They will seek assurance that risks are
identified, actions are recorded, and leaders understand their responsibilities.

5.2 Designated Safeguarding Lead

The Designated Safeguarding Lead has lead responsibility for online safety as part of
safeguarding. This includes responding to online safety concerns, reviewing filtering and
monitoring reports, working with technical support, liaising with external agencies,
ensuring staff understand reporting routes, and maintaining records of concerns and
actions.

5.3 Staff, Volunteers and Contractors

All staff, volunteers and contractors must model safe and professional technology use,
follow this policy and associate acceptable use agreements, report concerns promptly,
maintain appropriate boundaries in digital communication, protect personal data, and

complete required safeguarding and online safety training.

5.4 Learners

Learners will be supported to use technology safely, respectfully and responsibly. They
are expected to follow age-appropriate acceptable use expectations, report worries or
harmful content, respect the privacy and dignity of others, and understand that unsafe
or harmful online behaviour may lead to safeguarding, pastoral or disciplinary action.

5.5 Parents and Carers

Parents and carers are encouraged to work in partnership with Willow Tree Learning by
promoting safe online behaviour at home, raising concerns promptly, supporting
acceptable use expectations, and engaging with online safety information shared by the
setting.
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6. Filtering and Monitoring

Willow Tree Learning will maintain appropriate filtering and monitoring systems to
provide a safe online environment without unreasonably restricting learning. Filtering is
preventative and aims to block access to illegal, inappropriate or harmful content.
Monitoring is reactive and helps identify concerning activity so that staff can intervene
where needed.

Filtering and monitoring arrangements will:

e Blockillegal content and reduce access to inappropriate or harmful material,
including content generated or distributed through emerging technologies.

¢ Bereviewed at least annually and whenever there is a significant change in
technology, risk profile or provision.

¢ Include clear roles for leaders, the DSL, staff and technical support.

e Consider the needs of pupils who may be more vulnerable, including pupils with
SEND, social communication needs, trauma histories, EAL, or those known to
safeguarding services.

¢ Include response procedures for alerts, breaches, attempted access, bypassing
filters, use of VPN’s or proxies, and concerning searches or communications.

¢ Betested and documented so leaders can evidence effectiveness and follow-up
actions.

7. Acceptable Use

All users must use Willow Tree Learning systems, devices, networks and digital
platforms safely, lawfully and respectfully. Users must not access, create, store, share
or promote content that is illegal, abusive, discriminatory, extremist, sexually explicit,
violent, harmful, bullying, harassing, misleading, defamatory, or otherwise inconsistent
with safeguarding and professional standards.

Accounts, passwords and access permissions must be kept secure. Users must not
share login details, attempt to access another person’s account, bypass security
controls, install unauthorised software, connect unauthorised devices, or use systems
for personal gain, intimidation, exploitation, harassment or unlawful activity.

8. Mobile Phones, Personal Devices and Wearable Technology

Personal devices, including mobile phones, tablets, smart watches and wearable
technology, must be used only in line with Willow Tree Learning rules and safeguarding
expectations. Staff must not use personal devices to take, store or share images, videos
or personal information about learners unless there is a clear, authorised and
documented reason consistent with policy and data protection requirements.
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Learners are not to have their mobile phones throughout their time at Willow Tree
Learning. Mobile phones and personal devices must be kept out of sight at all times and
must only be used where explicitly authorised by senior staff as part of a risk-assessed
arrangement. Any device suspected of containing harmful, illegal or safeguarding-
related material must be managed by senior staff and the DSL, with advice sought from
police or children’s social care where appropriate.

9. Digital Communication and Social Media

Communication with learners and families must take place through approved
professional channels. Staff must maintain professional boundaries online and must
not use personal social media, personal messaging apps or personal accounts to
communicate with learners unless explicitly authorised as part of a risk-assessed
arrangement.

Staff must not post information, images or comments that could identify learners,
disclose confidential information, damage professional integrity, or bring Willow Tree
Learning into disrepute. Concerns about online reputational harm, impersonation,
abuse or harassment must be reported to the DSL or senior leader.

Use of Social Media: Willow Tree Learning expects all staff, volunteers, learners,
parents/carers and visitors to use social media responsibly, respectfully and in a way
that protects the safety, privacy, dignity and wellbeing of children and young people.
Social media must not be used to share confidential information, images or details that
could identify learners or families without appropriate authorisation and consent. Staff
must maintain clear professional boundaries online, must not accept or initiate
personal social media contact with learners, and must report any online concern,
inappropriate contact, harmful content, cyberbullying, impersonation, reputational risk
or safeguarding issue to the Designated Safeguarding Lead or senior leader without
delay.

10. Images, Video and Recordings

Images, video and audio recordings of learners must be taken, stored, used and shared
only for legitimate educational, safeguarding or organisational purposes and in
accordance with consent, privacy notices and data protection requirements. Images
must be stored securely on approved systems and deleted when no longer required.

Staff must be alert to risks involving image manipulation, deepfakes, Al-generated
imagery, non-consensual sharing of images, and sexual harassment or abuse involving
digital content. Any concern involving nude or semi-nude images, sexualised content,
coercion or exploitation must be treated as a safeguarding concern and referred to the
DSL immediately.
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11. Artificial Intelligence and Emerging Technologies

Willow Tree Learning recognises that generative artificial intelligence and emerging
technologies can support learning but may also create safeguarding, misinformation,
bias, privacy, copyright and assessment risks. Al tools must be used only where
approved, age-appropriate, risk assessed and consistent with safeguarding, data
protection and curriculum expectations.

Personal, special category or safeguarding information must not be entered into public
Al tools unless there are a lawful basis, appropriate contract, data protection
assessment and explicit authorisation. Learners will be taught to evaluate Al-generated
content critically and to understand misinformation, disinformation, fake news and
conspiracy theories.

12. Curriculum and Education

Online safety will be taught through a planned, age-appropriate and needs-led
curriculum. Teaching will help learners understand privacy, consent, digital footprint,
respectful communication, cyberbullying, grooming, exploitation, harmful content,
misinformation, scams, wellbeing, reporting routes and where to get help.

Teaching will be adapted for learners with SEND, communication needs, trauma
histories, social and emotional needs, or additional vulnerabilities. Staff will use
teachable moments and respond sensitively to learners lived experiences while
maintaining safeguarding boundaries.

13. Data Protection, Privacy and Cyber Security

Willow Tree Learning will process personal data lawfully, fairly and transparently, and
will protect personal information through appropriate technical and organisational
measures. Staff must follow data protection policies, use approved systems, keep
information secure, report breaches promptly, and share information only where there
is a lawful basis, including where necessary to safeguard a child.

Cyber security controls will include secure passwords or authentication, access
controls, regular updates, secure backups where applicable, malware protection, staff
awareness, incident reporting, and review of third-party systems. Any suspected cyber
incident, data breach, phishing attempt or unauthorised access must be reported
immediately to the appropriate senior leader and data protection lead.

14. Responding to Online Safety Concerns

All online safety concerns must be taken seriously. Staff must report concerns to the
DSL as soon as possible, using Willow Tree Learning safeguarding reporting procedures.
Where there is immediate risk of harm, staff must act without delay to protect the child
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and seek urgent support from emergency services, children’s social care or police as
appropriate.

Concerns may include harmful content, online bullying, grooming, exploitation, sexual
harassment, sharing of nude or semi-nude images, extremist material, self-harm
content, cybercrime, phishing, impersonation, unauthorised access, misuse of devices,
or attempts to bypass filtering and monitoring controls.

The DSL will decide on appropriate action, which may include speaking with the learner,
informing parents or carers where safe and appropriate, preserving evidence, making
referrals, contacting police, reporting harmful content, reviewing risk assessments,
updating filtering and monitoring arrangements, and providing pastoral support.

15. Staff Training and Professional Development

All staff will receive online safety information as part of induction and ongoing
safeguarding training. Training will cover current risks, reporting procedures,
professional boundaries, filtering and monitoring responsibilities, data protection,
cyber security, Al and emerging technology risks, and the needs of vulnerable learners.

16. Partnership with Parents, Carers and External Agencies

Willow Tree Learning will work with parents, carers and external agencies to support
online safety. This may include sharing advice, signposting support, discussing specific
concerns, and working with children’s social care, police, local authority safeguarding
partners, health professionals, commissioned providers and specialist organisations
where appropriate.

Appendix A: Online Safety Incident Response Checklist

1. Ensure the immediate safety and welfare of any child or adult at risk.

2. Reportthe concern to the DSL without delay.

3. Do notinvestigate beyond what is necessary to establish basic facts and protect
safety.

4. Preserve relevant evidence where safe and appropriate; do not forward, copy or
printillegal or sexualised images of children.

5. Record the concern, action taken, decisions made and rationale.

6. Seek advice from children’s social care, police, local authority safeguarding
partners or specialist services where required.

7. Inform parents or carers where appropriate and were doing so does not increase
risk.

8. Provide support to affected pupils and staff.

9. Review whether filtering, monitoring, curriculum, supervision or policy changes
are required.
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